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Section 1.0 
Background/Introduction








1.1
This document supersedes any previous policy or guidelines for Rotherham Metropolitan Borough Council on protecting people and property against acts of terrorism.

  1.2
Recent attacks, and significantly the bomb attacks in London in July 2005 were a graphic reminder that the threat from terrorism is real and serious. People need to be prepared to deal with the rare circumstances when terrorism touches their lives.

1.3
The UK nationally faces a range of threats to its security. There is a serious and sustained threat from international terrorism to the UK and UK interests overseas. The current threat level in the UK is assessed as ‘Substantial’ which means there is a high likelihood of future terrorist attacks and indicates a continuing high level of threat to the UK. Checks to the current level can be found on the MI5 website (www.mi5.gov.uk). The most significant terrorist threat comes from Al Qaida and associated networks, although Northern Ireland related terrorism continues to pose a threat. Dissident republican terrorist groups who have rejected the Good Friday agreement of April 1998 continue to mount attacks in Northern Ireland and still aspire to mount attacks in Great Britain.

1.4
Rotherham Metropolitan Borough Council recognises its responsibilities in protecting employees, service users and the public from the perceived or real threat of terrorism. Although it is highly unlikely that the Council would be a direct target of an organised attack from such terrorist networks, there have been well documented cases where public serving organisations have been subject to attacks from disgruntled members of the public, service users or even former employees. This has taken the form of a hoax telephone bomb warnings or even the use of home made devices designed to harm, maim or kill recipients. The use of the internet for bomb making purposes is well known, and in many ways it is easier now for someone so inclined to acquire this specialist knowledge than ever before. 

1.5
The purpose of this policy and associated procedures is not to be alarmist or cause undue fear or anxiety, but rather to raise awareness amongst all employees of the need to be proactive, prepared and understand their roles and responsibilities should a situation arise.

1.6
Being prepared and having suitable procedures and responses in place is a good way to counter a would-be terrorist. Whilst this alone may not prevent an attack, it could help to deter one. 

1.7
Health and safety at work regulations put the responsibility on the employer to ensure a duty of care for staff or visitors in our premises. Although the Police and other agencies can offer advice, it is up to the employer to seek out and act upon that advice. In any subsequent inquiries or court proceedings the Council would need to show that relevant legislation had been taken into account. 

1.8
Business continuity is vital for service users and the community as a whole. The Council must be able to cope with an attack, either real or perceived, and be in a position to return to normality as soon as possible. Major disruption can be caused by hoax telephone calls (of which the Council has received several in the past), receipt of suspect packages or suspicious unattended items if they are not managed properly.  

1.9
This policy and associated procedures has been written taking advice from the Police, Centre for Protection of the National Infrastructure and Security Services and includes current thinking on counter terrorism measures. 

Section 2.0 
Policy

2.1
Overriding consideration must always be the safety of staff, service users and members of the public. Steps must be taken to ensure that the following policy is implemented as soon as possible.

2.2
The responsibility for ensuring that measures are in place and to take action if a terrorism related incident were to take place is the most senior officer present in the building concerned – i.e. at Strategic/Operational Director or Manager level. In the event of an incident it is expected that the most senior officer present will take charge of the situation and make decisions based on the available information at the time. 

2.3
Procedures need to be developed for every building to include actions to be taken when:



- a telephone bomb warning is received



- a suspect package is discovered or delivered to the building



- search/check planning 



- evacuation planning

In the case of multi-occupied or shared premises this must be in conjunction with all parties concerned.

2.4
All staff must be fully acquainted with this policy and associated procedures and aware of their responsibilities.

2.5
Training must be undertaken by all staff in order of priority, starting with managers, reception, switchboard and mailroom staff.

Section 3.0
Procedures

3.1
The Council’s previous Anti-terrorist Policy had arrangements for individual Building Security Co-ordinators to be nominated in each establishment with a view to them producing an individual plan for their building. However this was often problematic in multi-occupied premises therefore the responsibility for ensuring measures are in place in individual buildings rest with the most senior officer in the building concerned – i.e. at Strategic/Operational Director or Manager level. They in turn need to ensure that their respective managers are aware of this policy and undertake the specific training package as organised by the Emergency and Safety Team. In the event of an incident the most senior person present must take charge of the situation and make decisions based on available information at the time. 

3.2
The importance of key staff understanding their roles and responsibilities in an emergency situation prior to an event taking place cannot be understated. Individual building plans need to be in place to ensure an effective response is made. A Building Security Plan Template is reproduced at Section 4 of this document to aid in this process. 

3.3
The following sub-sections to this document provide more detailed information around each of the headings which should be incorporated into specific Building Security Plans: 

3.3.1
Handling Bomb Threats
All staff who could receive a bomb threat should have training and easy access to clear instructions about how to handle the situation.

3.3.2
Search Planning/Checking
Staff need to be familiar with their areas of work/premises so they can identify anything that is out of place. 

3.3.3
Mail and Deliveries
All staff who receive mail or other deliveries should be aware of possible indicators that an item may be of concern, as well as how to act upon delivery of a suspicious delivered item. 

3.3.4
Evacuation Planning
Consideration may need to be given to evacuation of the building and the safest place to assemble having done so.  This will be dependant on the size of the device in question if known.
3.3.1
Handling Bomb Threats

Most bomb threats are made over the phone. The overwhelming majority are hoaxes, often the work of malicious pranksters, although Irish Republican terrorists have also made hoax calls in the past. To date Al Qaida and its associated networks have not issued bomb threats. Any bomb threat is a crime and, no matter how ridiculous or unconvincing, should be reported to the police. 

Telephoned bomb threats are frequently inaccurate with regard to where and when a bomb might explode, and staff receiving a bomb threat may not always be those trained and prepared for it. Although they may be unable to assess a threat's accuracy or origin, their impressions of the caller could be important.

Receiving such a threat may be the closest that many people ever come to acts of terrorism, so be prepared for affected staff to be temporarily in a state of shock. Affected individuals may need counselling or other support, details of which are available on the Council Intranet (HR and Payroll/A-Z of HR Information/Counselling)

All staff who could conceivably receive a bomb threat need to have a good awareness of handling procedures - or at least have ready access to instructions. Switchboard operators should be familiar with procedures and rehearse them regularly. A list of actions to take on receipt of a telephone bomb warning is reproduced as Appendix 1(a). 
Generally, any list of actions to take on receiving a telephone bomb warning should be supported with the following instructions to staff:

· stay calm and listen 

· obtain as much information as possible - try to get the caller to be precise about the location and timing of the alleged bomb and try to establish whom they represent. If possible, keep the caller talking. 

· ensure that any recording facility is switched on (if available).
· when the caller rings off, dial 1471 (if that facility operates and you have no automatic number display) to see if you can retrieve their telephone number.
· immediately tell someone from senior management. It is their responsibility to decide on the best course of action and who should notify the police. If you cannot get hold of anyone, and even if you think the call is a hoax, inform the police directly. Give them your impressions of the caller as well as an exact account of what was said.
· if it has not been possible to record the call, make notes for the police utilising the “Actions to be taken on receipt of a telephone bomb warning” proforma (Appendix 1 (a)). Do not leave your post - unless ordered to evacuate - until the police or security arrive.

3.3.2
Search Planning/Checking
If a bomb threat is received, systematic checks of the premises will have to be made by staff who are based in the building concerned. Staff involved in checking premises must be familiar with the areas they are looking in and with what they would normally expect to find there. In particular, they should look for anything that should not be there or is out of place, and anything that cannot be accounted for. Ideally, staff should work in pairs to ensure nothing is missed.
In addition to staff checking their own work areas, Area Search Co-ordinators should be nominated within each designated area. This ideally should be someone who has the seniority to arrange and co-ordinate staff in a search/check sector. Their role is to manage information from individual checks (i.e confirming that an area is ‘clear’ or otherwise) and ensuring that common areas within their search sector are also checked. This will require getting volunteers beforhand to undertake this role who should have a good knowledge of the building and of what they should be looking for (ie anything that is unusual, or where there has been obvious disturbance to the area etc.) 

In the event of evacuation checks should be made on exit and prior to re-occupation. The police will take responsibility for the public areas adjacent to buildings or sites, but will not undertake checks of the building.  

When preparing a specific Building Search Plan it should include:

· appointing a senior officer to produce and maintain the plan who is normally based in the building concerned. He or she should initiate any checks and liaise with others undertaking the same role – ie in multi-occupied premises. 

· division of the building into Search Sectors, each of a manageable size for one or two people undertaking checks. 

· appoint Area Search Co-ordinators to oversee checks of all Search Sectors including common areas.

· prioritise the important areas that need to be checked, particularly those areas open to the public, other vulnerable areas such as cloakrooms, stairs, corridors and lifts, as well as evacuation points and routes, car parks and other outside areas such as goods or loading bays. 

· consider how to initiate the checking of the building e.g. by telephone cascade or word of mouth.
· ensure that those undertaking checks know what to do on discovering a suspicious item - under no circumstances should it be touched or moved in any way - and the police should be informed immediately.
· inclusion of simple floor plans of each designated area. These do not have to be to scale, but should be included so that the location of any suspect package etc can be marked on the plan. This can then be used by anyone who has to enter the building to locate the device.  

3.3.3
Mail and Deliveries

Terrorists and others wishing to cause harm or disruption have long used postal and courier services to deliver hazardous items to target recipients. Delivered items can include letters, packets and parcels and may contain:

· explosive or incendiary devices 

· sharps or blades 

· offensive materials 

· chemical, biological or radiological (CBR) materials or devices. 

Anyone receiving a suspicious delivery is unlikely to know exactly which type it is, so procedures should cater for every eventuality. 

A delivered item will probably have received fairly rough handling in the post and so any device is unlikely to function through being moved, but any attempt at opening it may set it off.  In contrast, even gentle handling or movement of an item containing CBR material can lead to the release of contamination.  Unless delivered by courier, an item is unlikely to contain a timing device.

Delivered items come in a variety of shapes and sizes; a well-made one will look innocuous but there are many possible indicators that a delivered item may be of concern.

Bulky deliveries (e.g. office equipment, stationery and catering supplies) are also a potential vulnerability.  This risk can be reduced through measures such as: matching deliveries against orders, only accepting those which are expected; using trusted suppliers wherever possible; maintaining vigilance; and inspecting deliveries.

General protective measures

Although any suspect item should be treated seriously, remember that the great majority will be false alarms and a few may be hoaxes.  Try to ensure that procedures, while effective, are not needlessly disruptive. 

Ensure that all staff who handle and open mail and other deliveries are and remain aware of the possible indicators that a delivered item may be of concern, and the appropriate action to take upon discovery of any suspicious delivered item.  While this advice applies particularly to staff in post rooms, it is also relevant to all staff who may be the recipients of such items, as well as staff at entrances who may receive hand and courier delivered items.

Train staff who open significant volumes of post to do so with letter openers and with minimum movement, to keep hands away from noses and mouths and always to wash their hands after such work.  Staff should not blow into envelopes or shake them. 

Encouraging regular correspondents to put their return address on each item, and in particular to provide advance warning of unusual items can help reduce false alarms.

Possible indicators that a delivered item may be of concern

Many of these indicators are quite general. One alone will not necessarily constitute a cause for concern. Their individual relevance will vary with context, e.g. from organisation to organisation, and in light of the current threat and response level. Any suspicions should be considered in combination with a good risk assessment.

General Indicators:  

· unexpected item, especially if hand delivered 

· a padded envelope ('Jiffy Bag') or other bulky package 

· additional inner envelope or other contents that may be difficult to remove 

· labelling or excessive sealing that encourages opening at a particular end or in a particular way 

· oddly shaped or lopsided 

· envelope flap stuck down completely (normally gummed envelope flaps leave slight gaps at edges) 

· marked 'to be opened only by..' 'personal' or 'confidential' 

· item addressed to the organisation or a title/post (rather than a specific individual) 

· unexpected or unusual origin (postmark and/or return address) 

· no return address or return address that cannot be verified 

· poorly or inaccurately addressed 

· address printed unevenly or unusually 

· unfamiliar writing or unusual style 

· unusual postmark or no postmark 

· more stamps than needed for size/weight of package 

· greasy or oily stains emanating from within.

Additional explosive or incendiary indicators:

· unusually heavy or uneven weight distribution 

· small hole(s) in envelope or wrapping. 

Additional CBR indicators:

· powders, liquids or odours emanating from package 

· wrapping stained by liquid leakage 

· unexpected items or materials found in package on opening (loose or in a container): powdered, crystalline or granular solids; liquids; sticky substances or residues 

· unexpected odours observed on opening 

· sudden onset of illness or irritation of skin, eyes or nose.

3.3.4
Evacuation planning

As with checkingand searching, planning for evacuation should be part of the overall security plan for the building. Evacuation of the premises may be needed because of:

· a threat aimed directly at the building 

· a threat received elsewhere and passed on to you by the police 

· discovery of a suspicious item in the building (perhaps a postal package, an unclaimed holdall or rucksack) 

· discovery of a suspicious item or vehicle outside the building 

· an incident to which the police have alerted you. 

Whatever the circumstances, the police need to be informed as soon as possible on what action is to be taken.

The biggest dilemma facing anyone responsible for an evacuation plan is how to judge where the safest place might be. For example, if an evacuation route takes people right past a suspect device outside of the building, or through an area believed to be contaminated, evacuation may not be the best course of action. Consideration might have to be given to the use of protected spaces.

A general rule of thumb is to find out if the device is external or internal to the premises. If it is within the building evacuation would have to be considered, but if the device is outside the building it may be safer to stay inside away from windows etc., but this should be an area predetermined by a simple risk assessment.

The decision to evacuate will normally be made by the most senior officer in the building, but the police will advise. In exceptional cases they may insist on evacuation, although they should always do so in consultation with the senior officer.

Planning and initiating evacuation should be the responsibility of the senior officer. Depending on the size and location of the building, the plan may include:

· full evacuation outside the building 

· evacuation of part of the building, if the device is small and thought to be confined to one location (e.g. a letter bomb found in the post room) 

· full or partial evacuation to an internal safe area, such as a protected space, if available 

· evacuation of all staff apart from designated persons undertaking specific checks of areas accessible to the public 

· retreat to protected spaces. 

Evacuation

Evacuation instructions must be clearly communicated to staff and routes and exits must be well defined.Use the Area Search Co-ordinators to undertake this, and as contacts once the assembly area is reached. Assembly areas should be at least 500 metres away from the incident. In the case of most vehicle bombs, for instance, this distance would put them beyond police cordons - although it would be advisable to have an alternative about 1km away. Car parks should not be used as assembly areas.

Disabled staff should be individually briefed on their evacuation procedures, which should be recorded as part of the Personal Emergency Evacuation Plan (PEEPS). Guidance on PEEPS can be found on the Council Intranet (Corporate/Health and Safety/Documents).
In the case of suspected:

· letter or parcel bombs - evacuate the room and the floor concerned along with the two floors immediately above and below.

· responses to chemical, biological radiological (CBR) incidents will vary more than those involving conventional or incendiary devices, but the following general points should be noted 

· the exact nature of an incident may not be immediately apparent. For example, an improvised explosive device (IED) might also involve the release of CBR material 

· in the event of a suspected CBR incident within the building, switch off all air conditioning, ventilation and other systems or items that circulate air (e.g. fans and personal computers). Do not allow anyone, whether exposed or not, to leave evacuation areas before the emergency services have given medical advice, assessments or treatment 

· if an incident occurs outside the building, close all doors and windows and switch off any systems that draw air into the building. Ensure that staff with particular responsibilities are trained and that all staff are drilled. Depending on the type of incident, you may need to agree with the police what action you take. Building managers should ensure that they have a working knowledge of the heating, ventilation and air conditioning systems and how these may contribute to the spread of CBR materials within the building. 

Neighbour buildings should also be notified that the building is being evacuated and the reason why. This will then enable the senior management of that building to make an appropriate decision regarding the evacuation of their premises.

Section 4: Building Security Plan Template

The following template can be used in the production of the Building Security Plan for individual or multi-occupied premises. Although reasonably comprehensive, additional work may need to be undertaken by the senior officer completing the document to ‘fill any gaps’ that may be identified. Using the previous procedure sections of this document in conjunction with the template should be useful for those completing the plan. 

Once completed, the contents of the plan must be shared with all staff so that they are familiar with what action to take should a security situation arise. 

Building Security Plan Template
The senior officers who have responsibility to produce and complete this plan are:

Name:____________ Job Title:___________ Tel.:___________ (list as appropriate)

I/we have the responsibility to implement the actions required of this plan, including:

· ensuring that all employees are aware of this plan; its contents and the actions to take if a security incident were to take place;

· make decisions, based on the information available at the time, to implement the search plan for the building or whether or not to evacuate the premises;

· devise, implement and maintain a building search plan;

· devise, implement and maintain a building evacuation plan;

· ensure that the police and any neighbouring premises who may be affected are informed of any actions we may take;

· make the decision, in consultation with others, to re-occupy the premises following evacuation;

· arrange staff training via the Emergency and Safety Team as appropriate;

· ensure that any incident is reported to the Chief Executive and the Emergency and Safety Team.

Building Search Plan for:______________________ (insert name of building)

This plan covers _________________________  (include all areas of the building i.e. floors)

Each part of the building has been broken down into designated areas, namely:

1. __________ 2. _________ 3. __________ 4. __________ 5. ___________

(e.g. Ground Floor, 1st Floor, 2nd Floor, 3rd Floor etc.) 

A simple floor plan is for each designated area is attached (include sketch plans overleaf)

Each designated area is then subsequently broken down into search sectors which are capable of being checked by at least two persons. For this building, they are:

1. __________ (e.g. 2nd Floor)
A.) __________ B.) _________ C.) _________ 

(e.g. Management Suite, Reception Area, Admin Area etc.)
The person that will act as Area Search Co-ordinator for this area is:

Name: ___________________ Contact Details: ___________ 

Each member of staff to check own workstation/work area as appropriate. The check needs to be thorough, but not to extremes. Look for anything that is unusual. Log off computers and prepare to evacuate the building (see ___ of Building Security Plan.) Take all personal belongings with you. 

There are several sections of this search sector that are open to the public that will need to be checked, namely:

1. __________ 2. __________  3._________ 4. __________ 5. __________ 

(e.g. meeting rooms, toilets, stairwells, lifts etc.) 

The persons nominated to check these areas are:

Name: _______________ Contact details: ________________  (list as appropriate)

If you see something that is suspicious in any way, DO NOT TOUCH IT. Report it immediately to:

Name: _____________ Contact Details: ______________ 

Evacuation Plan for: ____________________________ (insert building name) 
In the event of the building being evacuated because of a security/terrorism related incident, the following procedure must be followed:

The person in charge Name: _____________ Contact Details: _________

will notify staff. This will be done by word of mouth or by telephone cascade. The fire alarm MUST NOT BE USED, as the actions required are different. Staff will be told of the nature of the security breach (i.e. suspect package,  telephone bomb warning etc.) through this communication. The assembly point will be: ________________________ (insert as appropriate) 

All staff must then:

Check own workstations/work areas as appropriate;

Log off computers;

Take all personal possessions (bags, coats, car/house keys etc.)

Not use mobile phones or similar radio equipment;

Leave lights on and internal doors open;

Leave building in an orderly fashion, taking any visitors with them. 

The route to the evacuation point will be: ________________________________________________________________________________________________________________ (insert as appropriate) 
Note: This may have to be modified if there is a device in or near the proposed evacuation route. Staff will be verbally informed if this is the case.  

The person in charge ________________ (insert name(s))  will contact neighbouring buildings and inform them of the intention to evacuate.

The contacts for neighbouring buildings are:

Building: ______________________ Named Person: _____________ Contact Details: _____________ (list as appropriate)
________________ (insert name(s)) will collect the Evacuation Pack which is located: _____________________ (insert location)
Once it is established that the building is fully evacuated after consulting with area search co-ordinators, ____________________ (insert name) will lock main entrances and post appropriate notices (see: Appendix 3) in prominent locations and go to the assembly point to liaise with the person in charge and the Police. A roll call will be undertaken at the assembly point by Security Wardens: ______________ (insert name(s)) and everyone accounted for. Further instruction will be given to staff (i.e. whether intention to re-occupy, send staff home (dependant on time of day) and when to return to work) once an appropriate decision has been made taking into account the circumstances of the incident and consultation with the Police. 

APPENDIX 1(a)

ACTION TO BE TAKEN ON RECEIPT OF A TELEPHONE BOMB WARNING 
* TELL THE CALLER WHICH DIRECTORATE OF ROTHERHAM MBC YOU ARE ANSWERING FROM

* RECORD THE EXACT WORDING OF THE THREAT
.


* ASK THESE QUESTIONS (if possible):
1. Where is the bomb right now? .


2. When is it going to explode? .


3. What does it look like? .


4. What kind of bomb is it? .


5. What will cause it to explode? .


6. Did you place the bomb? .


7. Why? .


8. What is your name, address, telephone number? (probably will not disclose this information, but worth asking)

.


* RECORD TIME CALL ANSWERED AND COMPLETE 

* INFORM THE SECURITY CO-ORDINATOR(Mr/Mrs/Ms_______(Ext _____)

* CONTACT THE POLICE VIA THE SECURITY CO-ORDINATOR, IF POSSIBLE,

(time informed _____________ )

ON COMPLETION OF THE ABOVE ACTION, RECORD THE FOLLOWING:
Time and date of call  .


Length of call  .


Extension number at which call received  .


ABOUT THE CALLER
[image: image2.emf] 

(Enter name of premises)  

[image: image3.emf] 

Sex of caller?

Male 


Female

 

Nationality? .

Age? ………………………

THREAT LANGUAGE
Well Spoken



Irrational


Taped



Foul




Incoherent




Was the caller reading the message:         YES
         


NO

CALLERS VOICE
Calm




Crying



Clearing out


Angry




Nasal



Slurred



Excited



Stutter



Disguised


Slow




Lisp



Accent



Rapid




Deep



Familiar


Laughter



Hoarse


If the voice sounded familiar, who did it sound like? .


What accent? .


BACKGROUND SOUNDS
Street noises



House noises



Animal noises


Crockery


           Motor



Clear




Voices


           Static


PA system



Booth



           Music



Factory machinery


Office machinery

[image: image1]


Other (specify)


.


Signature  .
  Date ……………………………

Print Name .







* When complete this form is to be handed to the Security Co-ordinator who in turn is to hand it to the Police on arrival.

APPENDIX 2

INDICATORS OF POSSIBLE SUSPECT PACKAGES
Any one of the following signs should alert members of staff to the possibility

that a letter or package contains an explosive device:

· Grease marks on the envelope or wrapping.

· An unusual odour such as marzipan or machine oil.

· Visible wiring or tin foil, especially if the envelope or package is damaged.
· The envelope or package may feel very heavy for its size.

· The weight distribution may be uneven: the contents may be rigid in a flexible envelope.

· It may have been delivered by hand from an unknown source or posted from an unusual place.

· If a package it may have excessive wrapping.

· There may be poor handwriting, spelling or typing.

· It may be wrongly addressed: or come from an unexpected source.

· There may be too many stamps for the weight of the package.
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