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Recruitment Privacy Notice
: May 2017)
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What is the ‘privacy notice’?

This privacy notice is issued by Doncaster Council in relation to the information we collect about a candidate in our recruitment process. It explains how personal and confidential information about a candidate is collected, used and shared. 
This notice sets out what you need to know about how we will use your information. You should make sure you read and understand this notice and agree to the use of your personal data before submitting your information to us.  

There are separate privacy notices available for information we collect as an employer about staff, also as a service provider about customers, clients and other individuals that may use our services.

We reserve the right to make changes to the privacy notice at any time and as required by law.
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What information do we collect? 
The information that we collect about you as a job applicant may include:
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· Name, address, telephone number, email 
address, date of birth, national insurance 

number, nationality and next of kin/

emergency contacts
· Recruitment and employment checks 
(i.e. professional membership, references, proof of identification and right to work in the UK, etc)
· Professional registration and qualifications, education and training history.
We may also collect, store and use the following 

more sensitive personal information
· Personal demographics, including gender, race, ethnic origin, sexual orientation, religious or other beliefs, if  you have a disability or require any additional support or adjustments 

· Medical information relevant to your 
employment, including health and absence 
history

Depending on the position you hold with us, we 

may also collect information in relation to any 

current or previous criminal offences. 


Why have we issued this privacy notice for job applicants?

By issuing this privacy notice, we demonstrate our commitment to openness and accountability. We recognise the importance of protecting personal and confidential information in all that we do, and take care to meet our legal and other duties.
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How do we collect your information?

Your information could be collected in a number of different ways. This could be directly from you - in person, over the telephone, email or on a job application form.
Details might also come from an external source such as doncastercounciljobs, nominated referees your professional body, current or previous employers, the Disclosure and Barring Service, or government bodies like HM Revenue and Customs, the Department for Work and Pensions, or the UK Visas and Immigration Service.
How do we keep your information safe and maintain confidentiality?

There are strict principles that govern our use of information and our duty to ensure it is kept safe and secure. Your information may be stored within electronic or paper records, or a combination of both. All our records are restricted so that only those individuals 
who have a need to know the information can get access. This might be through the use of technology or other environmental safeguards.

We have in place appropriate safeguards for collecting, storing and using sensitive personal data which we are required by law to maintain.
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What basis are we collecting your information? 

You are required to provide us with your information in order to participate in the recruitment process. If you do not provide the information we are unable to assess you for a role or offer you employment. 

Some of the information requested is processed because the law means that you have to provide it to us as part of the recruitment process and employment law.  If you do not provide this information then we will be unable to check your eligibility to work in the UK, and it is a criminal offence to employ an illegal worker.

The legal basis for each of the activities that this Privacy Notice covers is set out below:
· Check your eligibility to work in the UK & Prevention and detection of fraud

It is necessary to do so because of a legal obligation that applies to the Council.
· To provide the recruitment process

· Assess qualifications for a particular job 

· to determine your suitability for a particular job

· for monitoring purposes in line with equality obligations

It is necessary to do so in order to take steps at your request to enter into a contract for this service, or for the performance of a contract to which you are party. 

· Check whether you have a disability for the Council to make reasonable adjustments during the recruitment process
It is necessary for the purposes of carrying out obligations and rights in the field of employment.



How long will we keep your information? 
The information we collect on you through our recruitment process will be kept for only so long as it necessary, our typical timescales are:

· Unsuccessful candidates – 12 months after completion of recruitment process

· Statutory Officers unsuccessful candidates – 24 months after completion of recruitment process

· Successful candidates – 6 years after employment ceases

Why do we collect your information and how is this used?

Your information will be used at your request prior to entering into a contract with you and we may also need to process your data, if you are successful, to enter into a contract with you.  Additionally it may be used to enable us to comply with legal obligations.  The situations in which we may process your personal data are listed below:
· Provide our recruitment process 
· check your eligibility to work in the UK,
· check whether you have a disability for the Council to make reasonable adjustments during the recruitment process

· assessing qualifications for a particular job, 

· to determine your suitability for a particular job

· under equality obligations
Personal data collected for employment checks such as national insurance number and references will only be used if you are successful in being offered a role.  
If you are applying for a role in a school/academy your information will be used as stated above however in line with Keeping Children Safe in Education (2016) references will be collected prior to offering you employment.


Do we share your information with anyone else?

We might share information with other teams within the Council or with other organisations for a variety of reasons, such as to provide services to you, for safeguarding and the prevention and detection of crime.  The Council will never sell your information to anyone else, but we may share some of it with other individuals and organisations, including:
· Rotherham Borough Council - our contracted payroll supplier 

· The Home Office

· Disclosure and Barring Service

· Recruitment Panel

· Access to Work

· Health and Care Professional Council (HCPC)

· External Auditor

· HMRC

· National Fraud Initiative

· Government Bodies

· Occupational Health

· Police

· HR Systems

· Third Party Suppliers

We will only share your information when necessary and when the law allows us to, and we will only share the minimum information we need to.  Sometimes, we may share your information without your knowledge; for example, to prevent or detect crime or benefit fraud.

Only organisations with a legitimate requirement will have access to your information and only under strict controls and rules. We will not sell your information for any purpose, and will not provide third parties with your information for the purpose of marketing or sales.

How can you get access to the information that we hold about you?

The General Data Protection Regulation and Data Protection Act 2018 gives you specific rights over your information.  These rights are:

· to be informed of our use of information about you;

· have access to information about you;

· rectify information about you that is inaccurate;

· to move your information to a new service provider;

· to object to direct marketing; and,

· to complain about anything the Council does with your information (please see the next section).
You can access information about yourself by making a subject access request at the following page of the Council’s website:
 

http://www.doncaster.gov.uk/services/the-council-democracy/data-protection-policy

Data Protection Officer 
The Council is required by law to have a DPO.  The DPO has a number of duties, including:

· monitoring the Council’s compliance with data protection law;

· providing expert advice and guidance on data protection; 

· acting as the point of contact for data subjects; and,

· co-operating and consulting with the Information Commissioner’s Office (see ‘Complaints’ below).

The Council’s Data Protection Officer can be contacted at information.governance@doncaster.gov.uk
How can you make a complaint?
If you are unhappy with the way in which your information has been handled you should contact the Council’s Data Protection Officer so that we can try and put things right.

If you remain dissatisfied following the outcome of your complaint, you may then wish to contact the Information Commissioner’s Office:

	Post:
	Wycliffe House, Water Lane,

	
	Wilmslow, Cheshire, SK9 5AF

	Web:
	https://ico.org.uk/concerns/


Phone:  0303 123 1113
Please note that the Information Commissioner will not normally consider an appeal until you have exhausted your rights of complaint to us directly. Please see the website above for further advice.

